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Artificial Intelligence Track 

Image Processing Track 

Cloud Computing Track 

Security Track 

 

SEMESTER - III 
 Course Title 

Course 
Code 

Theory Credits Course 
Code 

Practical Credits 

PSIT301 Technical Writing 

and Entrepreneurship 
Development 

 

4 

PSIT3P1 Project Documentation 

and Viva 

 

2 

Elective 1: Select Any one from the courses listed below along with corresponding practical 
course 

PSIT302a Applied Artificial 
Intelligence 

 

 

 

4 

PSIT3P2a Applied Artificial 
Intelligence Practical 

 

 

 

2 

PSIT302b Computer Vision PSIT3P2b Computer Vision 
Practical 

PSIT302c Cloud Application 
Development 

PSIT3P2c Cloud Application 
Development Practical 

PSIT302d Security Breaches 

and Countermeasures 

PSIT3P2d Security Breaches and 
Countermeasures 

Practical 

Elective 2: Select Any one from the courses listed below along with corresponding practical 
course 

PSIT303a Machine Learning  

 

 
4 

PSIT3P3a Machine Learning 
Practical 

 

 

 
2 

PSIT303b Biomedical Image 
Processing 

PSIT3P3b Biomedical Image 
Processing Practical 

PSIT303c Cloud Management PSIT3P3c Cloud Management 
Practical 

PSIT303d Malware Analysis PSIT3P3d Malware Analysis 
Practical 

Elective 3: Select Any one from the courses listed below along with corresponding practical 
course 

PSIT304a Robotic Process 
Automation 

 

 

 

4 

PSIT3P4a Robotic Process 
Automation Practical 

 

 

 

2 

PSIT304b Virtual Reality and 

Augmented Reality 

PSIT3P4b Virtual Reality and 

Augmented Reality 
Practical 

PSIT304c Data Center 
Technologies 

PSIT3P4c Data Center 
Technologies Practical 

PSIT304d Offensive Security PSIT3P4d Offensive Security 
Practical 

 Total Theory Credits 16  Total Practical Credits 8 

Total Credits for Semester III: 24 
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SEMESTER - IV 
 Course Title 

Course 
Code 

Theory Credits Course 
Code 

Practical Credits 

PSIT401 Blockchain 4 PSIT4P1  2 

Elective 1: Select Any one from the courses listed below along with corresponding practical 
course 

PSIT402a Natural Language 
Processing 

 

 

 
4 

PSIT4P2a Natural Language 
Processing Practical 

 

 

 
2 

PSIT402b Digital Image 
Forensics 

PSIT4P2b Digital Image 
Forensics Practical 

PSIT402c Advanced IoT PSIT4P2c Advanced IoT 
Practical 

PSIT402d Cyber Forensics PSIT4P2d Cyber Forensics 
Practical 

Elective 2: Select Any one from the courses listed below along with corresponding practical 
course 

PSIT403a Deep Learning  

 

 

4 

PSIT4P3a Deep Learning 
Practical 

 

 

 

2 

PSIT403b Remote Sensing PSIT4P3b Remote Sensing 
Practical 

PSIT403c Server Virtualization 

on VMWare Platform 

PSIT4P3c Server Virtualization 
on VMWare Platform 

Practical 

PSIT403d Security Operations 
Center 

PSIT4P3d Security Operations 
Center Practical 

Elective 3: Select Any one from the courses listed below. Project Implementation and Viva is 
compulsory 

PSIT404a Human Computer 
Interaction 

 

 

 
4 

 

 

 
PSIT4P4 

 

 
Project 

Implementation and 

Viva 

 

 

 
2 

PSIT404b Advanced 
Applications of 

Image Processing 

PSIT404c Storage as a Service 

PSIT404d Information Security 
Auditing 

 Total Theory Credits 16  Total Practical Credits 8 

Total Credits for Semester IV: 24 
 

If a student selects all 6 papers of Artificial Intelligence Track, he should be awarded the 

degree M.Sc. (Information Technology), Artificial Intelligence Specialisation. 

If a student selects all 6 papers of Image Processing Track, he should be awarded the degree 

M.Sc. (Information Technology), Image Processing Specialisation. 

If a student selects all 6 papers of Cloud Computing Track, he should be awarded the degree 

M.Sc. (Information Technology), Cloud Computing Specialisation 

If a student selects all 6 papers of Artificial Security Track, he should be awarded the degree 

M.Sc. (Information Technology), Security Specialisation 

All other students will be awarded M.Sc. (Information Technology) degree. 
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SEMESTER IV 
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PSIT401: Blockchain 
 

M. Sc (Information Technology) Semester – IV 
Course Name: Blockchain Course Code: PSIT401 

Periods per week (1 Period is 60 minutes) 4 

Credits 4 
 Hours Marks 

Evaluation System Theory Examination 2½ 60 

Internal -- 40 

Course Objectives: 

 

 To provide conceptual understanding of the function of Blockchain as a method of 

securing distributed ledgers, how consensus on their contents is achieved, and the new 
applications that they enable.

 To cover the technological underpinnings of blockchain operations as distributed data 

structures and decision-making systems, their functionality and different architecture 

types.

 To provide a critical evaluation of existing “smart contract” capabilities and platforms, 

and examine their future directions, opportunities, risks and challenges.

 

Unit Details Lectures Outcome 

 

 

 

 

 

I 

Blockchain: Introduction, History, Centralised versus 

Decentralised systems, Layers of blockchain, 

Importance of blockchain, Blockchain uses and use 

cases. 

Working of Blockchain: Blockchain foundation, 

Cryptography, Game Theory, Computer Science 

Engineering, Properties of blockchain solutions, 

blockchain transactions, distributed consensus 

mechanisms, Blockchain mechanisms, Scaling 

blockchain 

Working of Bitcoin: Money, Bitcoin, Bitcoin 

blockchain, bitcoin network, bitcoin scripts, Full Nodes 

and SVPs, Bitcoin wallets. 

 

 

 

 

 

12 

 

 

 

 

 

CO1 

 

 

 

 

 

 
II 

Ethereum: three parts of blockchain, Ether as currency 

and commodity, Building trustless systems, Smart 

contracts, Ethereum Virtual Machine, The Mist browser, 

Wallets as a Computing Metaphor, The Bank Teller 

Metaphor, Breaking with Banking History, How 

Encryption Leads to Trust, System Requirements, Using 

Parity with Geth, Anonymity in Cryptocurrency, Central 

Bank Network, Virtual Machines, EVM Applications, 

State Machines, Guts of the EVM, Blocks, Mining’s 

Place in the State Transition Function, Renting Time on 

the EVM, Gas, Working with Gas, Accounts, 

Transactions, and Messages, Transactions and 

Messages, Estimating Gas Fees for Operations, Opcodes 

in the EVM. 

 

 

 

 

 

 
12 

 

 

 

 

 

 
CO2 
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 Solidity Programming: Introduction, Global Banking 

Made Real, Complementary Currency, Programming the 

EVM, Design Rationale, Importance of Formal Proofs, 

Automated Proofs, Testing, Formatting Solidity Files, 

Reading Code, Statements and Expressions in Solidity, 

Value Types, Global Special Variables, Units, and 

Functions, 

  

 

 

 

III 

Hyperledger: Overview, Fabric, composer, installing 

hyperledger fabric and composer, deploying, running the 

network, error troubleshooting. 

Smart Contracts and Tokens: EVM as Back End, 

Assets Backed by Anything, Cryptocurrency Is a 

Measure of Time, Function of Collectibles in Human 

Systems, Platforms for High-Value Digital Collectibles, 

Tokens  as  Category  of  Smart  Contract,  Creating  a 
Token, Deploying the Contract, Playing with Contracts. 

 

 

 

12 

 

 

 

CO3 

 

 

 

 

 
IV 

Mining Ether: Why? Ether’s Source, Defining Mining, 

Difficulty, Self-Regulation, and the Race for Profit, How 

Proof of Work Helps Regulate Block Time, DAG and 

Nonce, Faster Blocks, Stale Blocks, Difficulties, 

Ancestry of Blocks and Transactions, Ethereum and 

Bitcoin, Forking, Mining, Geth on Windows, Executing 

Commands in the EVM via the Geth Console, Launching 

Geth with Flags, Mining on the Testnet, GPU Mining 

Rigs, Mining on a Pool with Multiple GPUs. 

Cryptoecnomics: Introduction, Usefulness of 

cryptoeconomics, Speed of blocks, Ether Issuance 

scheme, Common Attack Scenarios. 

 

 

 

 

 
12 

 

 

 

 

 
CO4 

 

 

 

 

 

 

 
V 

Blockchain Application Development: Decentralized 

Applications, Blockchain Application Development, 

Interacting with the Bitcoin Blockchain, Interacting 

Programmatically with Ethereum—Sending 

Transactions, Creating a Smart Contract, Executing 

Smart Contract Functions, Public vs. Private 

Blockchains, Decentralized Application Architecture, 

Building an Ethereum DApp: The DApp, Setting Up a 

Private Ethereum Network, Creating the Smart Contract, 

Deploying the Smart Contract, Client Application, 

DApp deployment: Seven Ways to Think About Smart 

Contracts, Dapp Contract Data Models, EVM back-end 

and front-end communication, JSON-RPC, Web 3, 

JavaScript API, Using Meteor with the EVM, Executing 

Contracts in the Console, Recommendations for 

Prototyping, Third-Party Deployment Libraries, 
Creating Private Chains. 

 

 

 

 

 

 

 
12 

 

 

 

 

 

 

 
CO5 
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Books and References: 

Sr. No. Title Author/s Publisher Edition Year 

1. Beginning Blockchain 
A Beginner’s Guide to 

Building Blockchain 

Solutions 

Bikramaditya 

Singhal, 

Gautam Dhameja, 

Priyansu Sekhar 

Panda 

Apress  2018 

2. Introducing Ethereum and 
Solidity 

Chris Dannen Apress  2017 

3. The Blockchain 
Developer 

Elad Elrom Apress  2019 

4. Mastering Ethereum Andreas M. 
Antonopoulos 

Dr. Gavin Wood 

O’Reilly First 2018 

5. Blockchain Enabled 

Applications 

Vikram Dhillon 

David Metcalf 

Max Hooper 

Apress  2017 

Evaluation Scheme 

Internal Evaluation (40 Marks) 

The internal assessment marks shall be awarded as follows: 

1. 30 marks (Any one of the following): 

a. Written Test or 

b. SWAYAM (Advanced Course) of minimum 20 hours and certification 

exam completed or 

c. NPTEL (Advanced Course) of minimum 20 hours and certification exam 

completed or 

d. Valid International Certifications (Prometric, Pearson, Certiport, 

Coursera, Udemy and the like) 

e. One certification marks shall be awarded one course only. For four 

courses, the students will have to complete four certifications. 

2. 10 marks 

The marks given out of 40 (30 in Semester 4) for publishing the research paper 

should be divided into four course and should awarded out of 10 in each of the 

four course. 

 

i. Suggested format of Question paper of 30 marks for the written test. 

Q1. Attempt any two of the following: 16 

a.   

b.   

c.   

d.   

   

Q2. Attempt any two of the following: 14 

a.   

b.   

c.   

d.   

 

ii. 10 marks from every course coming to a total of 40 marks, shall be awarded on 
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i 
 

publishing of research paper in UGC approved / Other Journal with plagiarism 

less than 10%. The marks can be awarded as per the impact factor of the journal, 

quality of the paper, importance of the contents published, social value. 

 

External Examination: (60 marks) 
 

 
 All questions are compulsory  

Q1 (Based on Unit 1) Attempt any two of the following: 12 

a.   

b.   

c.   

d.   

   

Q2 (Based on Unit 2) Attempt any two of the following: 12 

Q3 (Based on Unit 3) Attempt any two of the following: 12 

Q4 (Based on Unit 4) Attempt any two of the following: 12 

Q5 (Based on Unit 5) Attempt any two of the following: 12 
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